mhackeroni @ DEFCON 31 CTF & Hack-A-Sat 4 - Forum Cyber 4.0




Marco Festa - @marcof_92 - marco.festas(@gmail.com

Computer Science and Engineering (@ Politecnico di Milano.

Capturing flags with Tower0fHanoi since 2014

Red Team @ Intesa Sanpaolo - 2018

Security Researcher [@ CrowdStrike since - 2021

Founder (@ mhackeroni - 2018



What s a CTF?

Capture The Flag

IT security-oriented competition
Try to break into applications / systems

..to get flugs: flag{this_is_u_secret}



What is a jeopardy CTF?
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What is a jeopardy CTF?

Tearns Scoreboard Challenges Beginners Quest README Logout [mHACHeroni]

CRYFTO kIS PLIM
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38 solves 10 solves 0 solves
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What is a jeopardy CTF?
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What is a jeopardy CTF?
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What is a jeopardy CTF?
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Whereis a CTF? ctftime.org

CTFITIME
Team rating Past events 3

2024 2019 2018 2017 2016 2015 With scoreboard All

2014
[ NoPsctf
Giu. 02, 2024 22:00 CEST | On-line | Weight voting in progress
Team Country Rating
Place Team Country Points *
kalmarunionen E 1124,250
w1 PwnSec = 0,000
The Flat Network Society 722,025
2 UofTCTF 0,000
thehackerscrew 659,020
3 Thread in the Needle E 0,000
r3kapig 603,746

629 teams total | Tasks and writeups

@ DASCTF X HDCTF 2024 Open Competition
Giu. 02, 2024 20:00 CEST | On-line | Weight voting in progress

bi0s 516,885
Project Sekai 493,283
organizers 463,230

Place Team Country Points *

Blue Water 460,385
SanDieg0 0,000

Never Stop Exploiting 426,750
0,000

CyberSpace 393,901
0,000

Full rating | Rating formula
422 teams total | Tasks and writeups

Upcoming events tz R\ EE Codegate CTF 2024 Preliminary
Giu. 02, 2024 03:00 CEST | On-line | Weight voting in progress

Open
Place Team Country Points

Name Date Duration
w1 USACyKor 73,160
Akasec CTF 2024 ven, Giu. 07, 15:37 — dom, Giu. 2d Oh

@ Online 09, 15:37 CEST 2 More Smoked Leet Chicken 51,606

BCACTF 5.0 ven, Giu. 07, 22:00 — lun, Giu. 3 Blue Water 41,200
@ on-line 10, 22:00 CEST
215 teams total | Tasks and writeups
ESAIP CTF 2024 ven, Giu. 07, 23:00 — sab, Giu.
@ Angers and Aix-en-Provence, 08, 10:00 CEST
France




Ethical hacking in Italy... 2004

2006 2005

Tower of Hanoi
(Politecnico di Milano)

e Istot UCSBICTF 2004
e Istat UCSBICTF 2005




Ethical hacking in Italy... 2009

2006 2005 2007 2008 2009

c00kies[@venice
(Co’ Foscari Venezin)

e Jrd at UCSBICTF 2010
e Jrd at RuCTFe 2017
e 7nd atRuCTF 2018




Ethical hacking in Italy...

2006 2005 2007 2008 2008 2016

ETFRITIME. Tgp 500 teams:
+ JBZ

+ Tower0fCOOkies
(TowerOfHanoi + cOOkies@venice)




Ethical hacking in Italy... 2017

2006 2005 2007 2008 2008 2006 2017 2008

 J @ 0 ¢

ETFRITIME. Tgp 500 teams:

+ TheRomanXplOit
(Sapienza)

+ Spritzers
(Universita Degli Studi di Padova)




Ethical hacking in Italy... 2018

2006 2005 2007 2008 2008 2006 2017 2008

@ 0 ¢

=@ QA

eHAKeroni

TowerDfHanoi c00kies@venice TheRomanXpl0it Spritzers
(Politecnico di Milano)  (Co’ FoscoriVenezia) (Lo Sopienza Roma)  (Universitd di Podova)

Our simple goal:
Compete in the DEFCON CTF!



World's largest hacker convention - Las Vegas
>30.000 attendees in 2018




OEFCON CTF

During the year each team tries to qualify to the greatest of all CTF



Let's qualify!

OEF CON Quals @ Politecnico di Milano, May 2018

mHACKeroni @ DEFCON Quals
May 2018 @ NECSTLab, Milan



Our results pre 2018 in DEF CON CTF QUALS?

e 2012: Tower Of Hanoi - 34th
e 2013: Tower O0f Hanoi - 53rd
e 2014: Tower Of Hanoi - 51st
e 2015: Tower Of Hanoi - 36th
e 2017: Tower Of Hanoi - 30th
e 2018: mHACKeroni - ...












So this 1s the result!

# Team Ordered Points

Samurai RLARQANNONAXRNDADNANEZEOSOS DS 4294
mhackeroni

PPP

RPISEC

Tea Deliverers

7  KaisHack+PLUS+GoN

8 HITCON

9 Shellphish

10 Dragon Sector AR ZADNDHANHR &

aS

1
2
3
4 Krautstrike
5
6
9

.. over 600 teams worldwide
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un canale “Twitter. «ll nome cie cisono du\wmm\i,smdcmic dot-  taitaliane ¢i siamo visti di perso- 1noi vorremmo partecipare in mas-
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mhackeroni in 20237

A group of friends who still plays CTFs while developing their
career in the Infosec world

 Promoting Information Security culture and spreading passion
to new students and enthusiasts

NKEN

e New friends joined us W |

* Since 2023 CERTIFIED SATELLITE HACKERS »"



Hack-A-Sat ?

 First CTF style hacking competition with space security in mind
e 4 year project by the Department of the Air Force U.S.A.

 Remote qualification round + on site finals during DEFCON

+ Hacking a real sutellite 77 ,&ACJ\& _k%\\-



Qualification rounds 2023

. @ TR
EA S TIWALS

1.K Place Team name Score  Time of Last Solution
U 1 Blue Water 3753.02023-05-28 19:13:50 UTC
[ S ’ : 2 The Parliament of Ducks 3499.02023-05-28 21:22:55 UTC
2. mhackeroni 3. SpaceBitsRUs 3 orgakraut 3466.0 2023-05-28 23:48:11 UTC
~ : : 4  SuperDiceCode 3398.02023-05-28 23:37:32 UTC
4. Poland Can Into Space || 5.jmp fs: [rcx] 5  TWN48 3236.0 2023-05-28 22:41:55 UTC
— » : 6  Straw Hat 3204.02023-05-28 22:25:51 UTC
|| 6. DiceGang | 7.WeltALLES! 7 Norsecode'23 3090.0 2023-05-28 23:54:24 UTC
- 8 mhackeroni 2920.02023-05-28 22:32:12 UTC
8. if this doesn't work we'll get more for next year 9  P1GBUT S4D 2745.0 2023-05-28 23:48:49 UTC
10  Shellphish 2500.0 2023-05-28 23:52:24 UTC




DEFCON CTF & Hack-A-Sat 4 FINALS

Las Vegas, 11 - 13t August 2023

2 simultaneous CTFs Finals &



Game Rules: DEFCON CTF

e Attack and defence CTF
- GOTO next_slide

* King Of The Hill challenges
- Each team submits an optimal solution for the problem
- The first X teams gets point
- Every turn teams can submit new solution the climb rankings

e LiveCTF
- 1vsl speed hacking contest

QTR
SIWALS



What is an Attack & Defense CTF?

 [nan A&D CTF, teams are each given the sume set of vulnerable
server software.

* Within the game network, teams will launch attacks against each
others servers hoping to exploit the vulnerabilities they've found.

 Teams will need to properly patch their software so that it is
protected against these exploits and functions normally.

 Teams receive points for extracting flags, properly defending their
flags, and keeping their servers operating normally.



TeamN




What is an Attack & Defense CTF?

* Organizers network diagram




hat is an Attack & Defense CTF?

vulnbox
2 vCPU, 2 GB RAM each
(tot. 8 GB RAM allocata)
10.90:0.0/44 10.60.69.2
10.80.0.0/14

10.10.10.0/24 team router

(network monitor)

1'69°09°01
Lye

game SEEE=

10.60.69.0/25
masquerade to ethO

10.60.69.140-10.60.69.160 | 10.60.69.130
ubuntu 15.10 32 bit

vboxnet1: 10.60.69.128/26 (/27)

Hostlist

- submitter: 10.60.69.131
attackerl: 10.60.69.132
backdoor: 10.60.69.133
git: 10.60.69.194
attacker2: 10.60.69.195
testbox: 10.60.69.196
nfs: 10.60.69.193

vboxnet1 » ‘ | |

em2 10.60.69.129 E Ew
- 172.16.0.1 o . ~ %
o e e
: T7297.0.1 \Se— SPENTA attackert backdoor

: —
g 10.60.69.131 10.60.69.132 10.60.69.133

4 vCPU, 6 GB 2vCPU, 2GB
i em1 ‘ 211;5:18125 (13(? ubuntu 15.10 ubuntu 14.04.3
IS 7ZSH33215

DEIB
Network

172.17.0.0/24
attacker2 git em1

INUTILIZZATA 10.60.69.194 131.175.133.214

testbox 10.60.69.195 2GB

remote players
(VPN)

aw

A

10.60.69.196 2GB  debianj =3
> jessie
2GBRAM  buntu 15.10 user: vagrant L‘-_v.-__—"

vboxnet1: EN E~

ubuntu 14.04.3

vboxnet1

local players |

10.60.69.193

10.60.69.192/26
(127)




What is an Attack & Defense CTF?

* RuCTFT-1




What is an Attack & Defense CTF?

e RuCTF Arena




DEFCON CTF challenges: LIVE CTF

Upper Round 1 Upper Round 2 Upper Round 3 Semifinals Grand Finals

© Sat 1am CEST

Blue Water
Fri 11pm CEST mhackeroni T © Sat11pm CEST
mhackeroni mhackeroni
P1G BuT S4D © Sat 1am CEST ) HypeBoy
SuperDiceCode
® Fri 11pm CEST HypeBoy ® Sun 8pm CEST
TWN48 HypeBoy
HypeBoy © sat2am CEST Straw Hat ) Sun 11pm CEST
Maple Mallard Magistrat HypeBoy
) Sat12am CEST Shellphish © Sat11pm CEST Maple Mallard Magistrat
Norsecode Maple Mallard Magistrat:
Shellphish © sat2am CEST Straw Hat
orgakraut
) Sat 12am CEST Straw Hat
Straw Hat
undefined
Lower Round 1 Lower Round 2 Lower Round 3 Lower Round 4 Lower Bracket Finals
Sat 8pm CEST © Sun 12am CEST
orgakraut mhackeroni
P1G BuT S4D il © Sat 9pm CEST Shellphish © Sun 10pm CEST
P1G BuT S4D Straw Hat
) Sat 8pm CEST r Shellphish ) Sun 7Tpm CEST Maple Mallard Magistrat:
Shellphish mhackeroni
TWN48 Maple Mallard Magistrat:
© Sat 7pm CEST D Sun 12am CEST
SuperDiceCode Maple Mallard Magistrat
Norsecode O Sat 9pm CEST Norsecode — —
Norsecode
© Sat Tpm CEST Blue Water H H H H M H H ﬁ F
Blue Water L) A 4 1 Y .}

— SIWALS



How do we fly 60+ people to Vegas?

Winning prizes from other CTFs...

RCTF 2018. W CTF 2018: Google CTF 2018:
Jdrd Place 2nd Place 19th Place

3 i ¢/ Y g ¥ V. ’
\ //\\ /4 :":“ 3 T T
. ) .. \ “\ "" \ 8 ‘
' () I S | - -
! WIE [EREATIE THE FUTWRE

2018.7.6 - 2018.7.8

IIIIIIIIIIIII



How do we fly 60+ people to Vegas?

... but, above all, thanks to our sponsors & supporters!

'S LEONARDO
BV TECH - No7oN!

POLITECNICO
MILANO 1863

R
47«

r ev n ”ﬂ,/_\j ‘”ﬁ/"; Politecnico / 'g | CYBERSECURITY
- - iR ::::“""“!?"’i di Torino \ a / ' NATIONAL LAB
. W 1859 d.f‘ N

WURTHPHOENIX N



mhackeroni arrives in Vegas

Or Venice ?!? We are
a hit confused..




Our main concerns & planning

]. Team structure and organization
2. Internet connectivity & Network
3. Hardware

4. Tools



1. Team structure and organization

1om
MHACKeroni mh
mAACKeroni mHy
mHﬁcKeroni:. my. ~=
MHACKErony ny




2. Internet connectivity & Networl: uplink

e Hotel LAN

e LTE Sim Cards & Antennas

e Radio Bridge to another hotel
o Bellagio?




2. Internet connectivity & Networl: uplink

e Hotel LAN ¥ (we got lucky)
o—LTE SimCards & Antennas

— - %™ Door oN pAE 5
o Qe TG LEvELs
: mmt%ﬁst;,h»& AncE To WG Suire (ON LEPY 5P o
"‘S ot ob [ aren e, TaceL 1o on Pare



2. Internet connectivity & Network: local network

Network layout

e VPN router (on AWS) to connect
all the subnetworks we defined

e 4fiber-connected switches (in red)
o 3 wifi AP (in green)

e Ironman + multiple mini PCs (in fuchsia) |




2. Internet connectivity & Network: local network

Play the Sysadmin CTF!




2. Internet connectivity & Network: local network

Play the Sysadmin CTF!

ORDER PLACED TOTAL SHIP TO
August 7, 2023 $695.03 Hold for Guest: DANIELE LAIN - 0041786461009

Delivered August 10 a

Your package was left in the mail room. Signed by: Rafael

Mikrotik CS5326-24G-25+RM 24 port Gigabit Ethernet switch with two SFP+ ports /

Return window closed on September 9, 2023

@ Buy it again View your item
4




3. Hardware




3. Hardware

A0l <




4. Tools: locally hosted services

.’ N QU



4. Tools: our custom CTF tools

doublethink flappyvflag reverse-chall-exploiter burrito

cocktail-bz ¢z eakeasy tunniceddu kastykpr bnhooker

attacker-toh salamella-preload IDArling toh_’.criloor
tezioran toh_submitter flowtracer

10000+ Python loc
4000+ C/C++ loc

Thousands of JS, hash, go loc




4. Tools: Flag Submitter

ewad ~
GitHub - IDArling” X | 502 Bad Gateway

%
ez e oppy Flappy Flag
X | 000—DE

W flappyflag 20

Y 0
= Ui
A © TlAcceptes Senle
1081 14
? =21 11
Invalid Flags Duplicate Flags DOW
T] @ 1710 @ 5 i
3 (0]
ISvrvk(-sslals
SeVe +SCrpt s T Team Count 5y Accepted (last )
- ) . stm) oy (last 5m) Invalid (fast Sm) Duplicate (last Sm) Own (last 5, ) A'ert:
2 0 m| J
o - 9 0 18 (0 o) Oown (last 5m) LastAccepteq
A E 35 1y (0) 0 - L
1 % \
Plntesg s > 0 Y \
(0)
9 2 (0 22
520 (13)



4. Tools: Tunniceddu

o Refres & Notif

ations

Notification Bar
A IR This tab s polling

[Service: cc_market
[Type: FLAG_OUT
FlowGraph

[Time: 14:53:29

Remove

0

FlowGraph
1317 13:18

13:20 13:21 13:22

13:24 13:25 13:26

13:27 13:28 13:29

13:30 13:31 13:32 13:33 13:34
¥ FLAG_IN ¥ FLAG_OUT ¥ FLAG_FAKE ¥ DELTA ¥ ATTACK

0)
Show |10 v | entries

v  Timestamp Flow ID IP SRC

IPDST Service Name
2018-07-25 13:20:55 a0e146ec3aa39b19 192.168.56.1

192.168.56.102

cc_market




4. Tools: monlighter track

fMoonlighter tracking Passes.
¥ Next pass on SantaMonica at 03:18:12 of 05/09/2023, time left! 006h 62m ©5s, will last G0h O4m 42s, Azimuth!
334.79°
¥ Next pass on MountFuji at 04:34:45 of 05/09/2023, time left: ©91h 18m 385, will last 0G6h Oém 40s, Azimuth:
164.17°
¥ Next pass on Melbourne at ©3:25:46 of 05/09/2023, time left: 000h 09m 39s, will last 00h 08m 04s, Azimuth:
343.68°
¥ t pass on GrandCanyon at 03:18:26 of 05/09/2023, time left! 000h 02m 19s, will last GOh 07m 21s, Azimuth:
323.15°
¥ Next pass on Chicago at 03:21:21 of 05/09/2023, time left: GOGOh 05m 14s, will last 00h 16m 20s, Azimuth: 307.99*
¥ ¥ Next pass on Barbados at ©3:32:09 of 05/09/2023, time left: ©00h 16m 02s, will last 06h 08m 51s, Azimuth: 350.48*
¥ Next pass on AmazonRiver at 03:36:28 of 05/09/2023, time left! 000h 26m 21s, will last @6h 08m 43s, Azimuth:
¥ 356.70°
¥ ¥ t pass on RioDelaneiro at 03:45:26 of 05/09/2023, time left: 000h 29m 19s, will last GOh 03m 41s, Azimuth:
» 37.96"
¥
¥
¥
¥ ¥ pass on CapeTown at 03:55:11 of 05/09/2023, time left: GO0Oh 39m G4s, will last 00h G8m 35s, Azimuth: 259.88*
¥ ¥ pass on SaintHelena at 03:47:44 of 05/09/2023, time left! 006h 31m 37s, will last G0h 07m 4és, Azimuth:
273
¥ t pass on TristanDaCunha at ©3:49:30 of 05/09/2023, time left: 0006h 33m 23s, will last 00h 10m 125, Azimuth!
332.33°
¥ ¥ Next pass on AlfredFaure at 04:01:48 of 05/09/2023, time left: 000h 45m 41s, will last GOh 10m 23s, Azimuth:
252.95°
¥ Next pass on CocosIslands at 04:20:23 of 05/09/2023, time left: 001h G4m 165, will last GOh 0Om 43s, Azimuth!
140.12°
¥ Next pass on Stlohns at ©3:27:33 of 05/09/2023, time left: GGOh 11m 26s, will last 06h @6m ©3s, Azimuth: 268.13*
¥ Next pass on Bermuda at ©3:26:42 of 05/09/2023, time left: GOOh 10m 35s, will last 00h 16m 29s, Azimuth: 315.73°
¥ Next pass on SantoAntac at 03:39:11 of 05/09/2023, time left: ©06h 23m 04s, will last 66h ©3m 39s, Azimuth:
258.35°
¥ Next pass on Adak at 04:42:09 of 05/09/2023, time left: 001h 26m 02s, will last ©0h 10m 08s, Azimuth: 227.82°
¥ Next pass on Alamagan at 04:30:05 of 05/09/2023, time left: 001h 13m 58s, will last 00h 10m 24s, Azimuth: 219.31*
¥ Next pass on GamayBay at 04:27:02 of 05/09/2023, time left: 001h 10m 555, will last 00h O8m 01s, Azimuth: 174,88°
¥ Next pass on FussPeak at 04:39:44 of 05/09/2023, time left: 001h 23m 37s, will last 06h O7m ©3s, Azimuth: 174.46"
¥ Next pass on BikiniAtoll at 04:35:53 of 05/09/2023, time left! 001h 19m 46s, will last GOh 03a 09s, Azimuth!
296.92*
¥ Next pass on KureAtoll at 04:40:25 of 05/09/2023, time left: 091h 24m 18s, will last 06h O6m 53s, Azimuth:
287.78°
¥
¥ Next pass on JustAFarm at 03:20:38 of 05/09/2023, time left: 090h 04m 31s, will last 66h 09m 02s, Azimuth:
320.72°
¥ Next pass on PortoDeGalinhas at ©03:40:04 of 05/09/2023, time left: 00OGh 23m 57s, will last 00h 10m 16s, Azimuth:
336.07°
¥ Next pass on Brasilia at ©3:43:07 of 05/09/2023, time left: ©00h 27m 00s, will last 06h @3m 37s, Azimuth: 37.10*
¥
¥ Next pass on PrinceEdwardIslands at 03:59:08 of 05/09/2023, time left: ©00h 43m 01s, will last 66h 10m 30s,
Azinuth: 267.71°
¥ Next pass on MoonlighterIsland at 03:55:21 of 05/09/2023, time left: G@Oh 39m 14s, will last 00h G8m 57s,
Azinuth: 339.24°
" Control

q - quit

| p - toggle path | +/- - change hours, current hours: §




Game Rules: Hock-A-Sat 4 finals

e 5 Teams invited
—  mhackeroni, SpaceBitsRUS, PolandCanintoSpace, jmp fs[rex], KrautSat

e 50KkS Cash Prize
 Mix of jeopardy and on-orbit challenges

* An actual orhiting satellite as a target:
- Launched on June 6th with SpaceX CRS-2 Falcon
- Hosted on the 1SS and deployed in orbit on July Gth

~  3U CubeSat (30x10x10cm) with multiple sensor and octuators:
»  Gyroscope, camera, radio, earth/horizon sensor, L1/12 GPS Antennas,
X/Y/Z uxis reaction wheel




Game Rules: Hock-A-Sat 4 finals

* Risc-V Machine 5
* Running 5 z
e 100Mhz E
e Can Communicate with Subsystem 2
 Very Slow Feedbuck (need another puss)
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ame Rules: Hock-A-Sat 4 finals
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Game Rules: Hock-A-Sat 4 finals

Contoct Window (Uplood Payload)
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Game Rules: Hock-A-Sat 4 finals

Contact Window (Run )
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Game Rules: Hock-A-Sat 4 finals

Contact Window ( Download )

/




Game Rules: Hock-A-Sat 4 finals

SATELLITE OPS SCHEDULE
“Deadline to Submit
Tasks” “Ops Wndow for Submtted Tasks"
ID | Deadline Start Stop Day
3 16:21:22 16:42: 18 17:35: 06 Friday
T 17:30: 06 17:51:47 19:33:34 Friday
;1 19:28: 34 19:49: 24 21:09: 48 Friday
;1 21:04:48 21:25:59 1:26:15 Friday
4 . 3
4 1:21: 15 1:41:37 2:05: 00 Friday
4 Deadline Friday;
2:00: - 00: 9:30:
5 2:00: 00 8:00: 00 19:30: 00 Ops W ndow Saturday
2 20:12:01 20:33:43 00:53: 05 Saturday
‘\’(Ac’\é >
‘71 1: 00: 00 2:45:00 03:45:00 Saturday *All tines in UTC A‘WL"




Game Rules: Hock-A-Sat 4 finals

SpaceBitsRUs A T) N - Day 1 Time Remainifig

10000 £ A 1 04 HOUR : 12 MINUTES

mhackeroni

20000

Poland Can Into Space

10000
20000 CHALLENGE DASHBOARD

KEY

M Krautsat ® mHACKeroni SpaceBitsRUs Poland Can Into Space jmp fs: [rcx]  ® Data Received No Score

LELELo— o0

(T

OVERALLPOINTS | CHALLENGES 7 118 19
PASSWORD MANAGER
mhackeroni B 10000
Krautsat B 10000
SpaceBitsRUs 0
jmp fs: [rex] 0
Poland Can Into Space [l 0

FLIGHT SOFTWARE FREEBIES
mhackeroni [l 20000
/ Krautsat B 120000
® SpaceBitsRUs 10000
jmp fs: [rex] 10000
Poland Can Into Space 10000
I I

O Data Not Received Yet



Haock-A-Sat 4 challenges: Shutterbug

Take a picture of objectives in fargets.yml.
Avoid the prohibited zones.
Use the Attitude Control System.

Due to issues with the reaction wheel on the Z axis, we decomposed this rotation in three components on the

remaining two body axes (i.e., X and Y). We output these three SciPy rotation objects in quaternion form and
scheduled commands accordingly.

We utilized the following script to visually identify which targets were not enclosed within a geofence. «-(A

AL



Hack-A-Sat 4 challen

[ J

mport yaml

mport json

mport matplotlib.pyplot as plt

mport cartopy.crs as ccrs

mport cartopy.feature as cfeature
from shapely.geometry import Polygon, Point
with open("targets.yml", "r") as yaml_file:

locations_data = yaml.safe_load(yaml_file)

with open("rest ted.json", "r") as json_file:
zones_data = json.load(json_file)

r zone_name, zone_coordinates zones. items():
zones = {} ax.plot(*zone_coordinates.exterior.xy, color='red', linewidth=1.5, linestyle='-
for zone_name, zone_coordinates in zones_data["zones"].items():
polygon = Polygon([(coord["long"], coord["lat"]) f coord in zone_coordinates]) ax.scatter(longitude_values, latitude_values, color='blue',

zones[zone_name] = polygon

passes = []
with open( "pa: txt") as f:
passes = [line.strip().split()[3] for line in f.readlines()]
latitude_values = []
[]

longitude_values =
location_names = []

ges: Shutterbug

[ ]
for location_name, location_data in locations_data["target
f location_name in passes:
latitude = location_data[ cation"]["latitude"]
longitude = location_data["location"]["1c tude"]

latitude_values.append(latitude)
longitude_values.append( longitude)
location_names.append(location_name)

fig = plt.figure(figsize=(12, 9))

ax = plt.axes(projection=ccrs.PlateCarree())
ax.add_feature(cfeature.LAND)
ax.add_feature(cfeature.COASTLINE)

r i, name in enumerate(location_names):

ax.annotate(name, (longitude_values[i], latitude_values[i]),

(0,10), ha='center')

ax.set_global()
plt.xlabel( 'Longitude")
plt.ylabel('Latitude')
plt.grid(True)
plt.show()

return go(f, seed, [])

)

, Xytext=



Haock-A-Sat 4 challenges: Shutterbug
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Haock-A-Sat 4 challenges: Shutterbug

Learn Space Math Tools: RISC-V RevTools:
e Skyfield e Ghidra
® (uaternions e BinaryNinja
o NASA GMAT
()
+@+ / =
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Hack-A-5at 4 challenges: Shutterbug




Hack-A-5at 4 challenges:

g_

This is the picture taken from outer space at DEFCON when hackers hacked a
satellite.

| overlayed a ruler, the original is also here as well.

16.6K k&\TL‘-



Hock-A-Sat: Day |

We solved Everything!




Hack-A-Sat: Day 2

We solved Everything NOTHING!




Haock-A-Sat: Day 3

SCORING HISTOGRAM

10:04 11:29 11:41 6 13:18 14:54 16:31 17:40 19:38 21:14 01:31 02:10 19:35 20:22 24:58 03:50
80,000 -

2

70,000

60,000

50,000
3

40,000

30,000

20,000

10,000 e -

POINTS



mhackeroni wins Hack-A-Sat 4

HACK-A-SAT 4 - WORLD’S FIRST CTF IN SPACE




mhackeroni wins Hack-A-Sat 4

20 - O

Hark-a-SaT 4 - LWUNRI N’S FTRST CTF TN SPArk

SILVER MEDAL

HALIDE MEDAL

IRON BANK

CHRISTMAS IN AUGUST




mhackeroni wins Hack-A-Sat 4




mhackeroni wins Hack-A-Sat 4




Thanks!
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www.mhackeroni.it

info@mhackeroni.it




