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CYBERSECURITY POLICY-MAKING

Complex and ever-evolving 
threat landscape and  
horizontal matter, 
requiring a “Whole-of-Society” 
and a “Whole-of-EU” approach.
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EXAMPLE: INCIDENT REPORTING

Reporting obligations: terminology 
and timelines.

Modes of reporting: governance 
and tools.

Practical aspects: cross-border 
dimension, incentives, data 
aggregation.
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ENISA’S ROLE

ENISA is the European Union 
Agency for Cybersecurity, 
working towards a 
trusted and cybersecure 
Europe.

We support the implementation of 
EU policies in Member States 
(among others).
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MAIN EU POLICIES FOR CYBER RESILIENCE

Cybersecurity 
Act

Cyber 
Resilience Act

Cyber 
Solidarity Act

NIS2

• ENISA mandate
• EU Cybersecurity 

Certification

• Embedding security 
into digital products

• “security by design”

• EU CS alert system
• CS Emergency 

Mechanism
• EU CS incident review 

mechanism

• Unified framework for 
critical sectors

• Cross-border 
cooperation 

• National Strategies



NIS2 IN A NUTSHELL
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1. National capabilities

2. EU collaboration

3. Supervision of critical sectors

• National authority 

• National strategy
• National CSIRT

• National crisis management framework (new) 

• National vulnerability disclosure framework (new)

• NIS Cooperation group

• EU CSIRT network
• EU Cyclone (new)

• Management responsibility (new)

• Security measures
• Incident reporting 

To achieve a high common level of cybersecurity across the EU

• Twice as many sectors

• More companies within a sector

• Management responsibility entities

• All hazard, including cyber-physical

• Supply chain security

• Cloud and datacenters essential under NIS2

• Managed service providers new under NIS2

• Telecoms and trust integrated into NIS2

New mechanisms under the NIS2

• Cybersecurity state of the union report

• EU Vulnerability database (EUVD)

• EU Digital infrastructure registry (EUDIR)

• WHOIS requirements 

• Union evaluations of ICT supply chain risks



SUPPORTING NIS2 IMPLEMENTATION
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Knowledge
Outreach and awareness material
Map of national strategies
Specific reports e.g. Crisis management

Tools
EU Vulnerability Database
EU Digital infrastructure registry 
Technical guidance

Community engagement
Support to NIS CG, CSIRTs Network and 
Cyclone
Working with the private sector

Capacity Building
National Capabilities Assessment 
Framework
Knowledge-exchange
Peer-reviews
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SOME OBSERVATIONS

Making the most of existing 
structures…

Strengthening technical and financial 
support to authorities and entities… 

Enhancing the understanding of 
sectorial specificities and needs…

Balancing Member State flexibility, 
with uniform EU implementation…

 



It’s about 
the threats, 

not the 
rules.

https://www.wired.com/story/solarwinds-hack-supply-chain-threats-improvements/
https://edition.cnn.com/2024/09/06/politics/us-sees-increasing-risk-of-russian-sabotage-undersea-cables/index.html
https://www.france24.com/en/france/20240507-europe-s-election-campaigns-are-under-the-constant-threat-of-foreign-interference
https://thehackernews.com/2024/05/mysterious-cyber-attack-takes-down.html
https://thehackernews.com/2024/05/mysterious-cyber-attack-takes-down.html
https://therecord.media/a-year-of-wipers-how-the-kremlin-backed-sandworm-has-attacked-ukraine-during-the-war
https://www.forbes.com/sites/zakdoffman/2019/09/26/china-suspected-of-multiple-airbus-cyberattacksa350-among-targets/
https://www.bleepingcomputer.com/news/security/irelands-health-services-hit-with-20-million-ransomware-demand/
https://edition.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk/index.html


THANK YOU

YOUR INPUT, IDEAS, AND SUGGESTIONS ARE VERY WELCOME 

+30 6956610736

Erika.Magonara@enisa.europa.eu   

Email or connect on Linkedin

mailto:Marnix.Dekker@enisa.europa.eu

	Slide 1: From policy to practice  
	Slide 2: Cybersecurity policy-making
	Slide 3
	Slide 4: Example: incident reporting
	Slide 5: ENISA’s role
	Slide 6: MAIN EU POLICIES FOR CYBER RESILIENCE
	Slide 7: NIS2 in A NUTSHELL
	Slide 8: SUPPORTING nis2 implementation
	Slide 9: Some observations
	Slide 10
	Slide 11: THANK YOU  your input, ideas, AND suggestions ARE very welcome 

