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SMART MEDICAL DEVICES

From passive devices to
intelligent, connected systems
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Security by design across
the device lifecycle f ()

@ Threat modelling

@ Device authentication
@ Anti-counterfeiting

@ Attack surface analysis
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@ Wearables & epidermal sensors
(V] Implantable smart devices

@ Battery-free sensing

@ Smart prostheses
@ Digital biomarkers
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@ In-packaging sensing
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@ Stability monitoring
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o Device-body interaction analysis ° sensor prototyping arma packaging demonstrators pectrum analyzer

e Assembly and inspection ® Repeatable reference cases @ Oscilloscope

® RF probes / antenna tests
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RFID & WIRELESS SENSING

® Voyantic Tagformance
® Readers (UHF/HF)

e SDR platforms

o RF sensing protocols

THERMAL & ENVIRONMENTAL

o Climatic chamber
e Temperature & humidity control
o Thermal stress tests

¥

o

-~

TOOLS & ASSETS

TOOLS & EQUIPMENT

INSTRUMENTATION
o L onP % .
FDTD, MoM, FEM Z & B @ 6 O 088 W w» B % & S i
Numerical solvers CNC milling 3D printer  Soldering Microscope PCB Body Implant Liquids &  Packaging Reference KEYSIGHT Anritsu Voyantic NI ThingMagic/  Binder - )
and body phantoms station lboratory ) | ph f ph mock-ups - devices POIT7BVNA! MS2024A  ‘Taglormance: | USRP-2901 | Chainway | MKFS6 https://cyberdhealth.uniroma2.it

SAFER DEVICES \/

Protecting patients
and users

FASTER INNOVATION

From idea to validated
prototype

REDUCED DEPLOYMENT RISK

Security and validation
before market
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Robust evidence for
compliance

Cyber-physical vulnerability monitoring
(Cyber4Health Observatory)

Device authentication & integrity analysis
Wireless attack-surface analysis
Anti-counterfeiting validation

Protocol security evaludation

Technical evidence for preclinical phase
Privacy-by-design verification support
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From sensing to secure
actionable insights
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